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Initial Password on CRTUSRPRF

Create User Profile (CRTUSRPRF)

ress Enter.

=== Default Passwords - How many do you have?

@ svERAGE MEDIAN

All Default
Accounts
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Simple Harvesting of Passwords

Display Spooled File

Sharing Passwords!
What is her Password?
and QSECOFR?
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Shared Passwords

secureMyicop,

Common Misconceptions
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Initial Pgm *NONE - Menu *SIGNOFF

Create User Profile (CRTUSRPRF)
Type choices, press Enter.

DANSIGNOFF

Initial Menus/Programs
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1) The user may be able to specify
alternate initial menus and programs
from the sign-on screen.

Sign On

2) Press Attn Key - to get access

Display Program Messages

Job 460244/DANSIGNOFF/DANB1 started on 01/07/15 at 21:31:36 in subsystem QIN
Initial program ended and xSIGNOFF specified for initial menu.

Press Enter to continue.
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3) Press SysRqs to get access

System Request

Select one of the following:

GocureMyi.coy,

B Enumerating Users in QUSRSYS

isplay Library

Type options, press Enter.
H=Display full attributes 8=Display service attributes

Opt Object Type Attribute Size Text
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4) The

CHGPRF command can be used b

to change their own initial Menu/Program

Chan

Type choices, press Enter.
Assistance level
Current library
Initial program to cal
Library
Initial menu
Library . . . .
Text 'description’

Addition

Keyboard buffering

Job description
Library

Document passwor:

=Exit F4=Prompt
=More keys

F5=Refresh
F2

CHGPRF -

Type choices, press Enter.
Message queue
Library
Delivery
Severity code
Print device
Output queue
Library
Attention progra
Library
Sort sequence
Library P
Language ID . . . .
Country or region ID
Coded character set ID
Character identifier control

filter

ge Profile (CHGPRF)

*SYSVAL
RPGCLASS8
*NONE

*SAME,
Name,
Name,
Name,
Name,
Name,

*SAME,
*SAME,
*LIBL,
*SAME,
*LIBL,

MAIN
*LIBL
'Dan Riehl'

al Parameters

*SYSVAL
QDFTJOBD
QGPL

*SAME

*SAME,
Name,
Name,
Name,

*SAME
*LIBL,
*SAME,

Fl2=Cancel

Change Profile (CHGPRF)

DANRIEHL
QUSRSYS

*NOTIFY

(]

*WRKSTN

*SYSVAL
*SYSVAL
*SYSVAL
*SYSVAL

Change Profile (CHGPRF)

Type choices, press Enter.

Locale job attributes

+ for more values

Locale
User options

Home directory

+ for more values
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*SYSVAL,

*SYSVAL,

*NONE

*CURLIB

*BASIC
*CRTDFT

*SIGNOFF

*CURLIB

*CURLIB

*NONE

*SAME
*LIBL,

*NOTIFY,

*SAME

*SAME
*SAME
*LIBL,
*SAME
*LIBL,
*SAME,
*LIBL,

*NO. ..

More. ..
F13=How to use this display

*USRPRF
*CURLIB

*WRKSTN,
*WRKSTN,
*CURLIB
*NONE .

*CURLIB
*SYSVAL,
*CURLIB

*SYSVAL.
*SYSVAL.
*SYSVAL,
*SYSVAL,

*SYSVAL,

*NONE,

*CLKWD .

*BREAK. . .

*SYSVAL
*DEV
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User Limited Capabilities

- DLTF CUSTOMER
- WRKACTJOB

- CRTUSRPRF CSMITH ... LMTCPB(*YES)
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User Limited Capabilities

- CRTUSRPRF CSMITH ... LMTCPB(*YES)

DLTF MYFILE

Reality of Limited Capabilities

CHGCMD CMD(WRKSPLF) ALWLMTUSR(*YES)
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Reality of Limited Capabilities

RMTCMD.exe

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Dan Riehl>

IBM i Access for Windows

Version 7 Release 1 Level 0

Submit Remote Command

(C) Copyright IBM Corporation and Others 1984, 2010. All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Licensed Materials - Property of IBM

Limited Capabilities Exposures

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Dan Riehl> RMTCMD ENDSBS QINTER

IBM iSeries Access for Windows

Version 5 Release 3 Level 0

Submit Remote Command

(C) Copyright IBM Corporation and Others 1984, 2003. All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Licensed Materials - Property of IBM

Subsystem QINTER ending in process

Need Network Exit Point programs
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Reality of Limited Capabilities

What is Allowed????
CALL QCMDEXC (‘DLTF MYFILE’ 11)

RMTCMD DLTF MYFILE

secureMyicop,

Common Misconception
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The User Class Attribute

User Special Authorities
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Ownership and Authority to User Profiles
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Ownership and Authority to User Profiles

CRTUSRPRF USRPRF(MYUSER) ... AUT(*EXCLUDE)

E Reality of
I ownership and Authority to User Profiles
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Reality of
Ownership and Authority to User Profiles

- Exploiting the User Profile Authorization Exposure

SBMJOB CMD(CHGUSRPRF USRPRF(DANR) +
SPCAUT(*ALLOBJ *SECADM *JOBCTL *SERVICE)) +
USER(POWERUSER)

POWERUSER

Reality of
Ownership and Authority to User Profiles

- Exploiting the User Profile Authorization Exposure

SBMJOB CMD(RUNQRY QRYFILE( PAYROLL/PAYFILE )) +
USER(PAYUSER)
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Recommendations

secureMyicop,

Common Misconceptions
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SocureMyi.co

FT? Authorization Lists *AUTL

Misconceptions
Of Authorization Lists
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== Reality of *AUTL
“rr“\ﬁ Display Authorization List

Object . . . . . . . : PRODLIB_O Owner . . . . . . . : PAYUSER
Library . . . . . : QSYsS Primary group . . . : *NONE

Object
User Authority
*PUBLIC *EXCLUDE
PAYUSER *ALL Effective Authorities
GROUP_IT *USE
GROUP_OPS *USE
QPGMR *CHANGE

Display Object Authority

Object . . . . . . . : CSCSTP Owner . . . . . . . BOBTHETECH
Library . . . . . : PRODLIB Primary group . . . *NONE
Object type . . . . : *FILE ASP device . . . . . : *SYSBAS

Object secured by authorization list . . . . . . . . . . . . : PRODLIB_O

Object
User Group Authority
*PUBLIC *CHANGE
BOBTHETECH *ALL
GROUP_IT *ALL
GROUP_OPS *CHANGE
QPGMR *ALL

Effective Authorities

Reality of *AUTL

PRODLIB_O Owner . . . . . . . : PAYUSER
QSYS Primary group . . . : *NONE

Object
User Authority
*PUBLIC *EXCLUDE
PAYUSER *ALL
GROUP_IT *USE
GROUP_OPS *USE
QPGMR *CHANGE

Effective Authorities

Display Object Authority

Object . . . . . . . : CSCSTP Owner . . . . . . . : PAYUSER Was BOBTHETECH
Library . . . . . : PRODLIB Primary group . . . : *NONE
Object type . . . . : *FILE ASP device . . . . . : *SYSBAS

Object secured by authorization list . . . . . . . . . . . . : PRODLIB_O

Object
User Group Authority
*PUBLIC *AUTL Was *CHANGE

PAYUSER *ALL Effective Author.

Removed all Private Authorities
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Reality of *AUTL - Fixing it!

Use an Owner Profile, PRODOWNER

secureMyicop,

Common Misconception
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Virus, Worm and Malware
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R Virus, Worms, Malware?

IBM Technical Document #19541539
Viruses, the Operating System, and the Integrated File System

Reality of Virus, Worms Malware

IBM Technical Document #19541539
Viruses, the Operating System, and the Integrated File System
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Reality of Virus, Worm Malware

IBM Supported IFS Virus Scan

- QSCANFS QSCANFSCTL

- QIBM_QPOL_SCAN_OPEN
- QIBM_QPOL_SCAN_CLOSE
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Thank you!
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